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TABLE II
COMPARISON OF CHARACTERISTIC PARAMETERS IN CRYSTAL SAMPLES

Use application Effective nonlinearity Intracavity loss Coefficient
ENL (W−1) L0 a (W−1)

Frequency doubler 0.011 0.0187 -
OPO [6] 0.043 0.0124 0.0246

summarized in Table. II, the T of 0.063 is almost the
optimized transmittance as shown by solid line in Fig. 6.
There is a possibility to improve the efficiency slightly
more by using T of 0.1. If the PPMgLN crystal which is
used for the OPO experiments and has high-performance
characteristic parameters, a significant improvement of
conversion efficiency will be expected. In Fig. 6 dashed
line shows calculation results by using the OPO crystal
parameters described in Table. II. The results are showing
87% of efficiency will be expected with the optimized of
input coupler T at around 0.17 in future work.

V. CONCLUSION

In conclusion, the efficient generation of second har-
monic waves of 400 mW at 430 nm with 70% of con-
version efficiency was achieved by using a periodically
poled MgO:LiNbO3 crystal inside an external cavity. The
calculation results based on the theory of SHG with an
external resonator with characteristic parameters show
good agreement with the experimental results. To achieve
higher conversion efficiency, it is necessary to improve
the nonlinearity and intracavity losses by improving a
periodically poled structure, and to optimize the trans-
mission of input coupler in future work.
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Abstract— An experimental measurement of intensity noise 
masking of Y-00 signals at a bit rate of 10 Gb/s is demonstrated 
for the first time to our knowledge. 64-level intensity modulation 
signals for secure optical fiber communications by Y-00 protocol 
are measured by the direct detection and it is shown intensity 
noise masks more than 14-signal levels disabling correct signal 
level discrimination by an eavesdropper’s direct detection 
measurement. 

Index Terms— noise masking, physical cipher, secure 
communication, Y-00 protocol 

I. INTRODUCTION

Secure optical communications in the physical layer has 
recently attracted considerable interest since personal 
information and confidential information are transmitted in the 
network. A method of achieving secure data transmission with 
high data rates and avoiding information leakage through 
tapping optical signals from transmission fibers is attractive 
especially for data centers providing services for the cloud 
computing. For practical use, it is desired secure 
communications are compatible with current optical fiber 
communication. The use of the physical cryptography whose 
security relies on the physical effect is a promising way for 
providing the security of optical links together with the 
mathematical encryption. An optical code division 
multiplexing (OCDM) technique [1,2] and a cipher based on 
Y-00 protocol [3,4] are physical cryptographies suitable for 
high-speed (>Gb/s) optical fiber communication systems. The 
latter is noise-based physical layer encryption and employs 
dense M-ary keying (multi-level modulation), which requires 
no excess bandwidth. From the practical viewpoint, Y-00 has 
an advantage of the use of components widely utilized in the 
current optical fiber communication systems. Therefore Y-00 
has high compatibility with the existing infrastructure of optical 
fiber communication systems. Wavelength division 
multiplexing (WDM) technique is easily applied. It also 
features that cipher texts are difficult to be read correctly by an 
eavesdropper. This feature leads to the protection of 
cipher-breaking and storing in memories by eavesdroppers who 
have no correct key. Prototypes of Y-00 cipher transceiver 

using multi-level phase modulation (PSK-Y00) [3] and 
intensity modulation (ISK-Y00) [4] have already been 
developed. A distinguished feature of Y-00 cipher is to mask 
the encrypted signals employing dense M-ary keying for the 
binary information by the noise to improve security. It has been 
theoretically discussed the masking effect by the noise [5]. So 
far, we have demonstrated experimental observation of the 
masking effect of 2.5-Gb/s Y-00 signals by measuring 
waveforms with the direct detection [6,7].  

A research direction is to expand the capacity to meet the 
increasing traffic demands. 10-Gb/s Y-00 transmission 
experiment over 360 km has been already demonstrated [8]. 
However, noise masking of 10-Gb/s Y-00 signals has not been 
investigated. In this work, we focus on the experimental 
observation of the masking effect of 10-Gb/s Y00 signals by 
means of the direct detection. We demonstrate masking 
measurement of 10-Gb/s Y-00 signals with 64-level intensity 
modulation and it is shown the intensity noise masks more than 
14 signal intensity levels.  

II. Y-00 CIPHER SIGNALS

In attacking cipher signal process by an eavesdropper, there 
are generally two steps. The first step is to read correctly the 
encrypted data (ciphertext). The second step is the 
mathematical processing of the ciphertext to recover the 
original data (the plain text) or the secret key. Y-00 protocol 
makes the first step difficult by using multi-level encryption of 
“basis that sends the binary data”. 

Figure 1 compares conventional cipher and our cipher based 
on Y-00 protocol. In general, the conventional cipher based on 
the mathematical algorithm converts binary data of plaintexts 
into binary ciphertexts. Therefore, an eavesdropper can easily 
distinguish the two correct signal levels (“0”,”1”) of the 
ciphertext, resulting in the eavesdropper’s success of acquiring 
the correct ciphertext itself, which might lead to the cipher 
breaking. On the other hand, a basic concept of Y-00 cipher is 
to utilize the noise for making it difficult to read the cipher text, 
i.e., to discriminate the correct signal level by using dense 
multi-level signal encryption. An eavesdropper is forced to 
detect the correct intensity levels of the dense multi-level 
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signals. When the noise amount of Y-00 cipher signals is set to 
be larger than the minimum difference of Y-00 signal intensity 
levels, the noise masks Y-00 cipher signal and hence the correct 
signal level detection can be avoided. It should be noted the 
legitimate user with the secret key can process the encrypted 
data to recover the original information. 

For evaluation of the masking effect, we define a parameter 
meaning the number of signal levels masked by the intensity 
noise as 



  (1) 


where  and  denote the magnitude of intensity noise, and a 

difference between two neighboring signal intensity levels, 
respectively. In the region of > 1, the intensity noise of a 
signal level penetrates into neighboring signal levels, which 
plays as a barrier against the eavesdropping. 

III. Y-00 CIPHER TRANSMITTER

The schematic of the transmitter [9] is shown in Fig.2. A 
running key is generated in a linear feedback shift register 
(LFSR) circuit by extending the key length based on a seed key 
(a common key) which is shared in the transmitter and receiver.  
In an overlapped selection keying (OSK) based on XOR 
operation between input binary data and the running key, the 
polarity of input binary data is scrambled. On the other hand, 
basis-level selection signals are generated in the following 
steps. First, a block signal with bit length of log2M (M: number 
of basis level) of the LFSR output is produced in the M-ary 
circuit. M value is adjustable from 1 to 5. Next the block signal 
is scrambled by a mapper. The scrambled input binary data are 

modulated by the running keys in a bit-by-bit manner to 
generate multi-level (2M+1) signals. In an E/O intensity 
modulator, Y-00 optical signals are generated by intensity 
modulation of a light with the multi-level electrical signal, 
where a bias voltage is given to induce optical offset. 

IV. EXPERIMENTS

Experimental observation of masking Y-00 signals was 
demonstrated by using a Y-00 cipher transmitter operating at a 
bit rate of 10 Gb/s at a wavelength of 1553.5 nm. As shown in 
Fig.3, the 10-Gb/s Y-00 signals from the transmitter were 
converted to the electrical signal by the direct detection with a 
PIN photodiode followed by a transimpedance amplifier and a 
limiter amplifier. Electrical signals were observed by a 
sampling oscilloscope. The bandwidth of the measurement 
setup was about 10 GHz. The average input power into the 
photodiode was set to -10 dBm. 

First, the number of the signal intensity levels was set to 4 (M 
= 1) so that the noise distributions were clearly measured. 
Figure 4 (a) shows the waveform of Y-00 signals and the 
intensity noise distribution measured by counting the number 
of sampling bins around the center of the eye diagrams. Four 
peaks corresponding to the four signal intensity levels were 
clearly observed and the amounts of the noise were almost the 
same of 4.9 mV, although the signal and ASE beast noise was 
dominant under the current receiver condition. This was due to 
the saturation characteristics of the limiter amplifier. Measured 
 was 14.5 mV resulting in  = 0.3. 

Next, the number of the signal intensity levels was increased 
to 64 (M = 5). The sampling waveform in Fig.4(b) did not show 
clear eye-opening due to masking effect by the intensity noise. 
The measured noise distribution in Fig.4(b) was almost 
uniform. From the noise amount measured for the signal of 4 
intensity levels, we can derive for other M values (2 
which is plotted in Fig.5. It is shown that in the case the number 
of signal intensity level was 64, about 14.2 signal levels were 
masked by noise. It is obvious that the correct levels of the 64 
intensity level signals cannot be discriminated by merely 
observing the signal waveforms with the direct detection. 

(a) Conventional cipher (b) Y-00
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Fig.1. Comparison of signal waveforms before and after encryption.  (a) conventional cipher and (b) Y-00. 
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V. CONCLUSION

We have measured experimentally noise masking of Y-00 
signals at a bit rate of 10 Gb/s by the direct detection. Y-00 
signals have 64-level intensity modulation for secure optical 
communication. Masking the Y-00 signal levels by noise has 
been successfully observed and it has been shown that 14.2 
intensity levels are masked. The result shows that the correct 
signal level discrimination is not possible by merely observing 
the waveforms using the direct detection. Y-00 is a promising 

method for achieving secure data transmission with high data 
rates. It is expected Y-00 protocol is applied to actual optical 
fiber transmission systems for secure communications.  
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Fig. 5.  Number of signal levels masked by intensity noise as a function of
number of signal intensity levels.  


