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Abstract— Conventional mathematical stream ciphers generate
ciphertext by exclusive-OR of plaintext and running key from
pseudo-random-number generators. However, because of this
encryption, an attacker can intercept the ciphertexts between
legitimate users and deface their plaintexts easily. Realizing
tolerability against defacing in a mathematical stream cipher is not
easy. On the other hand, a quantum stream cipher Y-00 may have
a certain level of tolerability against defacing, since the attacker
cannot even correct chipper texts from Y-00 quantum stream
cipher. In this paper, it is shown that there can be difference in
tolerability against defacing via the methods in Y-00 realization;
intensity-shift-keying Y-00 has a defacing tolerability but
phase-shift keying Y-00 does not.

[. INTRODUCTION

In modern communication, block ciphers like AES are
employed to protect plaintexts from attackers. Besides, stream
ciphers can also be used for faster communication since they can
be driven faster than block ciphers can be [1].

However, stream ciphers have several problems
compared to block ciphers. For example, typical stream ciphers
generate ciphertext C, € {0, 1} by exclusive-OR of plaintext X,
€ {0, 1} and running key K, € {0, 1} like C, = X;®K,. In such a
stream cipher, X; is decoded by X; = C;®2K,. However, if an
attacker intercepts C, and replaces it with C,” = C,®4, the
received plaintext by the legitimate receiver becomes a defaced
one, X, = X,®4,. Such a defacing is a big threat especially in the
case of Known-Plaintext-Attack (KPA), which cannot be
prevented even by information-theoretic secure communication,
one-time-pad. Thus, there is always a threat that the ciphertexts
may be defaced in stream ciphers.

To detect defacing, hash functions can be employed.
Hash functions change their output values drastically even input
data are slightly changed. It is also expected that recovering the
input data from the out put value of the hash function is difficult
(pre-image resistance), and finding different inputs with a same
output value of the hash function is difficult (second pre-image
resistance).

However, vulnerabilities were found in hash functions
like MDS5 in August 2004 [2], and researchers found a
drastically efficient way in finding collisions in SHA-0 in 2004
[3]. Thus, many researchers questioned the security of new hash

functions such as SHA-1, RIPEMD-128, and RIPEMD-160 in
long term, which were derived from SH-0, MDS5 and so on. It
was also suggested SHA-1 should have been abolished before
2010 [4]. Actually, an algorithm was found to yield a collision
of out put values with different input data in SHA-1 with O(2°%)
steps in June 2009 [5]. Thus, to realize safety assurance, a
defacing tolerability and detection are important themes in
cryptology.

On the other hand, there is a class of encryption method
called physical encryption to realize security of communication
by physical phenomena. There are not many ways of physical
encryptions but Y-00, which makes an attacker’s cryptoanalysis
hard by hiding even ciphertext in quantum noise of coherent
light, is a typical example of physical encryption.

Some researchers have been studying to realize near
information-security with limited key length by its physical
complexity [6-12], independent from computational complexity.
However, Y-00 is also a kind of stream cipher, so it is unsure
whether it has a defacing tolerability or not. In this article,
tolerability against defacing of Y-00 is discussed, in the case of
employing Phase-Shift-Keying (PSK) and Intensity-Shift-
Keying (ISK).

II. FUNDAMENTALS OF Y-00 PROTOCOL

Gauss proposed a cipher using private randomization 200 years
ago to realize highly secure encryption [13, 14]. In 2000, Y-00
protocol was invented to realize a new way of private
randomization using quantum noise [6]. Current Y-00 systems
employ semi-classical transceivers, which are already realized.

Y-00 protocol expresses chipertexts using quantum
states of coherent light. A PSK Y-00 system expresses
ciphertexts by their phases [6], while an ISK Y-00 system
expresses ciphertexts by their intensities [10]. Both types of
Y-00 are already realized and driven over 2.5 Gbit/sec about
300km distance.

A. Fundamentals of a PSK Y-00 system

A PSK Y-00 system was firstly invented by the proponents of
Y-00 protocol [6]. The PSK Y-00 system is easier to understand,
so firstly it is explained how the PSK Y-00 system works.

Legitimate users share a secret key Ky and extract to a
M-ary running key sequence KX € {0, 1, 2,..., M—1}using
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PRNG (Pseudo Random Number Generators) like LFSR
(Linear Feedback Shift Resister). In the PSK Y-00 system, the
phase 6, of coherent light is chosen by eq. (1).

0, = [KXM + Pol(KMeX|x (1)

Here, Pol(K) = K® mod 2, for example. A ciphertext is
expressed by quantum state of coherent light as |la®>, where |2
is the intensity of coherent light.

In the PSK Y-00 system, heterodyne receivers are
employed to detect the phases, so the probability of receiving
state |o,”> from sent state |a, > is

, 1 ,
P(a/|o) = —exp(a, ~ou) )

Thus, the variance of quantum noise is opsi = 1/2 for the PSK
Y-00 system. The number of symbols hidden by quantum noise
is T = 20psk /Apsk, Where Apsk = 7 |a|/M. The original PSK Y-00
system firstly developed has T' ~ 4.6, where |of* = 4.0x10*
[photons] and M = 2048 [15].

Even legitimate users observe quantum noise, however,
they can distinguish X, = 0 from 1 by setting thresholds at 6," =
[K} /M= 1/2]x since they know the running key KX, Thus, the
legitimate users can receive binary plaintext data with almost
zero BER (Bit Error Rate). On the other hand, an attacker who
does not know K.} is forced to receive 2M-ary data to eavesdrop
the ciphertexts, which has many errors by quantum noise.

When T' is not sufficient, DSR (Deliberate Signal
Randomization) is employed. DSR is a technique to enlarge I'
using some randomization techniques. It is realized by several
methods. A research team in Tamagawa University proposed to
use private PRNG [16]. This method is called “keyed DSR”

B. Fundamentals of an ISK Y-00 system
An ISK Y-00 system was developed from the view point of
affinity for conventional optical communication technology
[12]. A cipher text is expressed by the intensity of coherent light
|oc,|2 =S, where S, is expressed by eq. (3)

S, = Smin + AS [K} + M Pol(K)oX; ] 3)

Here, AS = (Siax—Smin)/(2M-1), S 1s the maximum intensity of
the signal and Sy, is the minimum intensity of the signal.

In the ISK Y-00 system, direct detection is employed to
detect signals. So the probability of receiving a photon-number
state |n> from a sent state |o, > is

2
o
P(nloy) = @exp(-p,r) “)
n:
Thus, the variance of quantum noise is s = S, for the ISK
Y-00 system. The number of symbols hidden by quantum noise
is I' = 2015 /AS. The prototype ISK Y-00 system has I ~ 7.0 for
pure quantum noise, where oisx” = | e [*=3.1x10° [photons] and
AS = 507 [photons] [17]. However, circuit noise is added to
quantum noise in direct detection, so the experimental result

was I' ~ 255 [18]. Figure 1 shows the overview of our ISK Y-00
system.

Fig. 1 The overview of our ISK Y-00 system

Same as in the case of the PSK Y-00 system, even the
legitimate users observe quantum noise. However, they can
distinguish X, = 0 from 1 by setting a threshold at Sh=8.+AS
[KR + MJ2] since they know the running key K. Thus, the
legitimate users can receive binary plaintext data with almost
zero BER. On the other hand, the attacker who does not know
K[} is forced to receive 2M-ary data to eavesdrop the ciphertexts,
which has many errors by quantum noise.

Same as in the case of a PSK Y-00 system, an ISK Y-00
system also can employ DSR. The effect of DSR against
defacing attack will be discussed later.

C. The characteristics of Y-00 protocol as a random cipher

Y-00 protocol realizes the security using the difference of effect
of quantum noise on the legitimate users and the attacker. Both
the legitimate users and the attacker also observe a Y-00 signal
as analog photo-electric current. That is,

Ka) =X K 5 r) 5

Here, 7, is noise in a Y-00 signal. This analog photo-electric
signal fluctuates by 7, thus the signal corresponds with many
possible running key K. As a result, ciphertexts are
randomized. The attacker who does not know KX is affected by
r,directly. On the other hand, the legitimate users who know KR
can avoid the effect of 7, in getting binary plaintext. That is,

X, = Dyr X KR 1)} (6)

The security of asymmetric random cipher like Y-00 is
explained like following, briefly.

(a) Chiphertext Only Attack (COA)

The attacker receives analog photo-electric signals randomized
by noise and converts them into 2M-ary signals by a
digital-analog converter. From this 2M-ary signals, the attacker
guesses the secret key Kg which is shared by the legitimate users.

(b) Known Plaintext Attack (KPA)

The attacker receives analog photo-electric signals randomized
by noise, and converts them into M-ary signals by a
digital-analog converter. From this M-ary signals, attacker
guesses the secret key. Otherwise, the attacker tries brute force



attack against 2/s' patterns of secret keys K by special devices
for attacking a Y-00 system.

Thus, a cipher randomized by noise realizes the security
different from the one of conventional mathematical ciphers’
[19]. In this article, we will show that the tolerability against
defacing of this kind of random cipher.

III. TOLERABILITY AGAINST DEFACING Y-00 SIGNALS

Before we start the discussion, we define 2 types of defacing
attacks as following;

(a) Unplanned defacing: The attacker defaces the plaintext into
another plaintext without certain meaning.

(b) Planned defacing: The attacker defaces the known plaintext
into another plaintext which the attacker planned.

Furthermore, we define ciphertext-only defacing as a defacing
in case that the attacker has only ciphertexts, beside we define
known-plaintext defacing as a defacing in case that the attacker
knows the plaintexts correspond to the ciphertexts.

Conventional mathematical stream ciphers including
one-time-pad generally encodes a plaintext by

C = XPeK, (7

The attacker can get an exact copy of the ciphertext C, from such
mathematical cipher systems. Thus, defacing is very easy by
adding 1 to the ciphertext,

C/ =Col (8)

As explained previously, by this defacing, the attacker can send
inverted letters to the legitimate receiver. In the case of
known-plaintext defacing, the attacker can target bits to invert.
In this way, the attacker can send a meaningfully defaced
plaintext to the legitimate receiver. This attack cannot be
prevented even information-theoretic secure stream ciphers like
one-time-pad.

The above is the defacing attack against typical
mathematical stream ciphers. Thus, we are interested in physical
ciphers, especially Y-00 protocol. It will be discussed how the
difference of the defacing tolerability between the PSK Y-00
system and the ISK Y-00 system.

A. Defacing attack against Y-00 systems

Eliciting the previous definition, we discuss defacing attack
against Y-00. In Y-00 protocol, signals are sent as 2M-ary
optical signals, so the attacker needs to convert them into
2M-ary photo-electro signals by an analog-digital converter. To
deface a signal, the attacker needs to send a signal with inverted
parity bit as an optical signal to the legitimate user. The
legitimate receiver discriminates the signal by threshold(s)
based on running key K.%. From the above, if the attacker makes
the legitimate receiver get an inverted bit, the defacing
succeeds.
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B.  Defacing attack against a PSK Y-00 system

In the PSK Y-00 system, heterodyne receivers are employed to
receive coherent signals. Thus, the variance of quantum noise is
only opsi” = 1/2. So the PSK Y-00 system would be better off
employing DSR to hide the half of the phase space, which
maximizes the security of PSK Y-00. Here, we assume that the
PSK Y-00 system employs DSR.

(a) Ciphertext-only defacing

The attacker receives 2M-ary phase signals in the middle of
communication channel with a heterodyne receiver. Since the
legitimate users employ DSR, the variance of noise hides the
half of the phase space. The probability distribution of the noise
by DSR is expressed by eq. (9) assuming that 6, is a sent signal
by the legitimate transmitter and 6% is a signal the attacker
receives.

Pose(0,7160,) = [H(6,"~ 6, +opsr)
- H(etE -0, *UDSR)](zUDSR)_1 9

Here, opgr is a half width of DSR noise, which is 0 < opgr < 7/2.
H(x) is Heaviside’s step function which is H(x) = 0 if x < 0,
otherwise H(x) = 1. However, the attacker can invert the signal
no matter how opgp is large.

0F > 0F+x

(10)

Thus, the attacker can send the inverted signal OF +x to the
legitimate receiver without error. By the above way, attacker
succeeds in unplanned defacing of ciphertext with probability 1.
This is expressed by Fig. 2.

Bob receives
inverted-signal
/ \

Alice’s signal

@)  Eveinverts |a, exp(in))

=

Fig. 2: A defacing process in a PSK Y-00 system.
A black spot indicates the data bit 6, sent by the legitimate transmitter,
besides the gray zone is DSR noise + 6pgr.
Even if it employs DSR, defacing cannot be prevented.

(b) Known-plaintext defacing

If the attacker knows the plaintext, like X = 1010101010, and
plans to deface it into X" = 1111111111, the attacker can invert
the 2nd, 4th, 6th, 8th and 10th bits in the way of eq. (10). Thus,
the attacker can succeed in planned defacing with provability 1.

From the above discussion, it is concluded that the
PSK Y-00 system does not have a defacing tolerability.

C. Defacing attack against an ISK Y-00 system

In an ISK Y-00 system, there are 2M of symbols between the
maximum intensity Sp, and minimum intensity Sy, as
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previously explained. Here we set an average laser intensity Syy.
= (SmaxtSmin)/2 to discuss 2 cases of S, > S, and S, < ..

(a) Ciphertext-only defacing

Here, the attacker is assumed to be able to get signals without
any attenuation. The attacker who does not know running key
K.* has to invert the bit by receiving 2M-ary data.

When the attacker tries to invert the parity of the signal,
the attacker cannot shift the observed signal nE > Sy to nf +
MAS > S,... Thus, the attacker has to shift it to n— MAS.
However, if n, < S then both n, and SF— MAS indicate same
X.. On the other hand, if a signal nE < Sue is received, the
attacker cannot shift it to n,5~ MAS < Sy, Thus, attacker has to
shift it to 7, + MAS even if both of n,” and n,” + MAS indicate
same X, in the case of nf + MAS > SE > S™ This is the
qualitative explanation how the attacker fails in defacing against
the ISK Y-00 system. The situation is illustrated in Fig. 3.

Defacing fails:,EDefaCing succeeds

2.0E-04
X, =1 X, =0
1.5E-04 [ \
—~ P(”H“t)‘f \
3
o 1.0E-04
<
0 P
5.0E-05
— Gt
} ~—Save\ S/
0.0E+00 T T

3180800 3590400 4000000 4409600 4819200

Photon number n,E

Fig. 3 Qualitative explanation how the attacker fails defacing

Here we calculate the probability that the attacker fails
defacing against the ISK Y-00 system. When the signal the
attacker observed is n,", the probability that the attacker fails
defacing (defacing tolerability) is,

P(S)= 3 PG 1S) (1n
o
In the case of S, > S,.., the defacing tolerability is,
P.(S)= Y PIIS) (12)
nt=Save
So the average of the defacing tolerability is,
P_fﬁ;l’dg(&) (13)

From above discussion, we conclude }Tde > (), which means ISK.
Y-00 has some defacing tolerability.

The profile of P, (S,) is shown in Fig. 4. The simulation
condition is listed in Tab. 1. P,(S,) has meaningful value only

when S, ~ Sy, but it indicates that P, is not zero.

Table 1 The simulation condition for Fig. 4

Save | 4x10° [photons]
M 2048
AS 200 [photons]
—~ 0.6
2
n_% 0.5 A
2 04-
=
© 0.3 1
ko)
2 02-
g
S 0.1 A
N
3 o ; ;
3590500 3795250 4000000 4204750 4409500

Photon number S,

Fig. 4 A profile of the defacing tolerability of an ISK Y-00 system without DSR

However, P

de

is only 0.19%, which is not sufficient to protect

plaintext from defacing. Thus, here DSR should be employed in
the ISK Y-00 system.

When DSR is employed to the ISK Y-00 system, the
signal profile which the attacker receives is explained by
eqs.(14) and (15)

Pose(S/1S) = [H(S; = S, + opsr)
—H(S,"— S;— opsr)](20psr) !
P(nS,) = [dS' P(n | S,') Posr(S, | 1)

(14
(15)

Equation (15) takes quantum noise into consideration in the
final probability distribution the attacker receives, P(S| S)). S,
is a signal the legitimate transmitter sends, and S,” is a signal the
attacker receives. Maintaining BER between legitimate users
below 107 with signal attenuation rate 1/100 between legitimate
users, DSR width opsg was adjusted. By this trial, it was
obtained that BER between legitimate users 8.0x 10" and ODSR
=92000 [photons]. This corresponds to I = 2apsg/AS = 920.

Then the defacing tolerability P,(S;) was calculated
again assuming that the attacker is not affected by any signal
attenuation. This is calculated by eq.(16) for S, < Sy

P.(S)= Y P(n"|S,) (16)
nf =0
and eq(l 7) for 8> Save
P.(S)= Y P(|S) an

E_g
n =Save

The result is shown in Fig. 4. The area where the defacing
tolerability has meaningful value was widened. From this

profile, E is 5.6%, which means that the attacker has one

defacing error in every 12 letters with probability (1-0.056)"2 =
0.50. However, as it is shown in Fig. 5, a defacing tolerability
exists only around S; ~ S,.. This should be solved by other
techniques.
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Fig. 5 A profile of the defacing tolerability of the ISK Y-00 system with DSR

(b) Known-plaintext defacing

Assume that the attacker knows the plaintext, like X =
1010101010. If the attacker plans to deface X to X'

1111111111, 2nd, 4th, 6th, 8th, 10th bit should be inverted.
However, the attacker fails inverting targeted bits with the

probability E = 5.6%. Quantitatively, the probability of the

attacker succeeding in defacing of those all 5 letters is
(1-0.056)° = 0.75. Thus, the ISK Y-00 system has a defacing
tolerability against planned defacing too, to some degree.

IV. CONCLUSION

In this study, tolerability against defacing of quantum stream
cipher Y-00 protocol was evaluated. There are two ways to
realize Y-00 protocol; the one is phase-shift-keying Y-00, the
other is intensity-shift-keying Y-00. It was found that a
phase-shift-keying Y-00 system does not have a defacing
tolerability at all, while an intensity-shift-keying Y-00 system
has a defacing tolerability to some degree. However, its value is
still small and it exists only around the average signal intensity.
Thus, another technique for enhancing a defacing tolerability
will be the next study.

REFERENCES

[11 M. Morii, R. Teramura, “The state of stream ciphers and their problems,”
IECIE Japan Fundamental Review Vol.2 No.3 (2008) (in Japanese)

[2] X.Wang, X. Lai, D. Feng, and H. Yu, “Collisions for hash functions MD4,
MD5, HAVAL-128 and RIPED,” Rump Session at CRYPTO 2004,
(2004)

[3] E.Biham and R. Chen, “Near-Collisions of SHA-0,” Advances in
Cryptology - CRYPTO 2004, 24th Annual International Cryptology
Conference, Santa Barbara, California, USA, August 15-19, 2004,
Proceedings, Lecture Notes in Computer Science, Vol. 3152, M. Franklin
(Ed.), Springer-Verlag (2004)

[4] NIST brief comments on Hash Standards (August, 2004)

[5] Cameron McDonald, Philip Hawekes, and Josef Pieprzyk, “’Differential
Path for SHA-1 with complexity O(252),” Cryptology ePrint Archive
Report 2009/259, June 1 (2009)

[6] Geraldo A. Barbosa*, Eric Corndorf, Prem Kumar, and Horace P. Yuen,
Phys. Rev. Lett. 90, 227901 (2003)

[71 H.P.Yuen, Los Alamos, arXiv, quant-ph /0311061v6 (2003)

[8] H.P.Yuen, "Key generation: Foundation and a new quantum approach",
IEEE. J. Selected topics in Quantum Electronics, vol-15, pp1630-1645
(2009)

[91

[10]

[11]

[12]

[13]
[14]

[15]
[16]

[17]

[18]

[19]

45

G.S. Kanter, D. Reilly, N. Smith, Practical Physical-Layer Encryption:
The Marriage of Optical Noise with Traditional Cryptography,”
Communications Magazine, IEEE, Vol. 47 Issue 11, pp. 74-81, Nov.
(2009)

O.Hirota, M.Sohma, M.Fuse, and K.Kato, "Quantum stream cipher by
Yuen 2000 protocol; Design and experiment by intensity modulation
scheme", Physical Review A, vol 72, 022335, (2005)

O. Hirota, T. Iwakoshi, F. Futami, and K. Harasawa, “Getting around the
Shannon  limit of cryptography,” SPIE Newsroom, DOI:
10.1117/2.1201008.003069, 1st Sept. (2010)

F. Futami, O. Hirota, M, Honda, S. Akutsu, K. Harasawa, IEICE Tech.
Rep. OCS2010-57, OPE2010-93, LQE2010-66 Oct. (2010) in Japanese
J. L. Massey, Proc. IIEEE 76, 533 (1988).

G. J. Simmons, “Cryptology,” in Encyclopedia Britannica, ed. 16.
Chicago: Encyclopedia Britannica Inc., pp913-924B (1986)

R. Nair, et al, Phys. Rev. A, 74 052309 (2006)

K. Kato and O. Hirota, "Randomization techniques for the intensity
modulation-based quantum stream cipher and progress of experiment,”
SPIE conference on qunatum communication and quantum imaging IX,
Proc, of SPIE, vol.8163 (2011)

T. Iwakoshi, F. Futami and O. Hirota, "Quantitative Analysis of Quantum
Noise Masking in Quantum Stream Cipher by Intensity Modulation
Operating at G-bit/sec Data Rate," SPIE conference on
Quantum-Physics-Based Information Security, Proc. of SPIE, vol.8189
(2011)

F. Futami and O. Hirota, “Masking of 4096-level Intensity Modulation
Signals by Noises for Secure Communication Employing Y-00 Cipher
Protocol," ECOC Technical Digest in Geneva, Switzerland, September 19
(2011)

O.Hirota, "Practical security analysis of quantum stream cipher by Yuen
2000 protocol", Physical Review A, vol 76, 032307, 2007.




