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Abstract—This paper reports analysis of signal masking by
quantum (shot) noise in an intensity modulation/direct detection
IF-over-fiber system for quantum-noise randomized cipher
generation at a microwave intermediate frequency (IF). We derive
the formula for calculating a quantum-noise signal masking
number of orthogonal frequency-division multiplexing phase-shift
keying-/quadrature amplitude modulation-based ciphers. The
masking number is related to uncertainty imposed on the
illegitimate detection of the cipher and is a primal security
measure. The formula indicates that the bit resolution of signal
randomization in the encryption, optical received power, and
modulation index are important design parameters. Numerical
study shows that more than a few tens of masking number is
achievable for encrypted microwave signal at 5 Gbit/s.
Index Terms— stream cipher, secure wireless systems.

I. INTRODUCTION

Wireless networks are an essential infrastructure for
communications. Radio intercept is a security risk of wireless
communication systems. In the current systems, conventional
ciphers based on computational complexity such as the
Advanced Encryption Standard (AES) are utilized to protect
important/private data from being intercepted. AES is a block
cipher with a private seed key and converts a plaintext to a
ciphertext digitally. Cryptanalysis, which deduces the plaintext
and/or key from the ciphertext without the private key, is
difficult because of the high computational complexity. To
further improve the security against wireless interception,
physical layer security that utilizes advanced coding [1] for the
advantage of a legitimate receiver and physical layer encryption
(PLE) that utilizes unique signal encoding or scrambling with a
private seed key [2]-[6] have been researched. Illegitimate
signal reception itself is directly prevented in these approaches.

We have proposed and demonstrated PLE utilizing signal
masking by quantum (shot) noise for wireless communications
[6]. The symmetric key encryption was originally demonstrated
as AlphaEta [7,8] or the Y-00 quantum stream cipher [9] for
optical communications. A plaintext which is binary data is
converted into an extremely high-order optical signal, e.g., a 2!
(=131,072) phase-shift keying (PSK) signal [10], with a private
seed key. Provided that the order is sufficiently high,
uncertainty caused by quantum (shot) noise prevents error-free
signal discrimination. This effect is called quantum-noise signal
masking or signal masking by quantum noise. Quantum noise

is an ideal mask to achieve secrecy because it is truly random
and inherently inevitable at signal detection.

We extended the scheme to wireless communications. To
solve the issue of insufficient quantum-noise signal masking in
microwave frequencies which are three to five orders of
magnitude lower than an optical frequency of ~200 THz, a
microwave photonics technology was utilized. First, a high-
order signal was generated at an optical frequency. Next, the
optical signal was mixed with a local oscillator (LO) light
whose frequency was shifted from the optical signal frequency.
The frequency difference was set to the value of an intended
microwave frequency for wireless communications. Then, two
lights were detected simultancously with a photodetector,
generating a high-order microwave signal with sufficient signal
masking by quantum noise. We experimentally demonstrated
12-Gbit/s PSK-based quantum-noise randomized cipher
generation at a center frequency of 30 GHz and wireless
transmission of the cipher [6]. Although the approach directly
synthesized mmWave for wireless communications, the radio-
over-fiber (RoF) system required an LO light source and
complex combination of optical modulators.

Recently, we have proposed an intensity modulation/direct
detection (IM/DD) intermediate frequency-over-fiber (IFoF)
system for the generation of quantum-noise randomized cipher
[11]. The system requires one laser source and one optical
intensity modulator, and the configuration is simplified. We
also employ orthogonal frequency-division multiplexing
(OFDM) which can cope with severe wireless channels. We
experimentally demonstrated the generation of 4.09-Gbit/s
OFDM PSK-based quantum-noise randomized cipher at an
intermediate frequency (IF) of 3.6 GHz. This paper reports
analysis of signal masking by quantum noise in the IM/DD
IFoF system for cipher generation. Formulas for calculating the
quantum-noise masking number which is a primal quantitative
measure of security are derived for OFDM PSK- and quadrature
amplitude modulation (QAM)-based ciphers. Numerical
analysis of 5-Gbit/s PSK/QAM cipher systems with practical
design parameters are shown.

II. QUANTUM-NOISE RANDOMIZED CIPHER VIA I[F-OVER-
FIBER SYSTEM

Fig. 1 shows the configuration of an RoF cipher system with
optical heterodyne frequency conversion. First, a high-order
electrical baseband signal is generated from data and a seed key.
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Fig. 1. Quantum-noise randomized cipher generation via
analog coherent RoF transmission.
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Fig. 2. Quantum-noise randomized cipher generation via
analog IM/DD IFoF transmission.

A prescribed protocol is utilized to convert a low-order data
modulation, such as BPSK and QPSK, into the high-order
signal [12]. Next, optical intensity, phase, or quadrature
amplitude modulation is performed, generating an optical high-
order signal. Then, the signal is combined with a coherent LO
light. The frequency of LO fio is set to a value such that frp =
[forr — frLo| is satisfied. The difference frequency frr is an
intended microwave frequency for wireless communications.
The signal and LO lights are transmitted over an optical fiber,
followed by E/O conversion with a photodetector. A beat
component of the high-order signal and LO lights is generated
at frr. As the amount of quantum noise depends on the optical
frequency, sufficient quantum-noise signal masking at frp for
the encryption is achieved. The system requires an IQ
modulator or complex combination of modulators for the
optical modulation and additional laser source for the LO, while
the encrypted signal at a microwave frequency for wireless
communications is directly generated.

Fig. 2 shows the configuration of IM/DD IFoF cipher system
we recently proposed. First, a high-order electrical signal is
generated at an IF of fir. Then, optical intensity is modulated
with the signal. The optical intensity modulation can be
achieved with a combination of a continuous wave laser source
and a simple optical intensity modulator or with a directly
modulated laser diode, which makes the system configuration
much simpler. The optical signal is detected with a
photodetector after fiber transmission, generating the encrypted
signal at fir. As is the case with the RoF cipher system,
sufficient quantum-noise signal masking is achieved because of
the high optical carrier frequency. After the detection,
frequency up-conversion is performed for wireless

communications, as needed.

III. QUANTUM-NOISE SIGNAL MASKING

A quantum-noise masking number I'q is defined as the
number of signals masked by quantum noise. This number is a
primary measure of security which indicates unavoidable
uncertainty of illegitimate detection without a private seed key.
Here we derive the formulas for calculating the masking
number of OFDM PSK/QAM ciphers at IF. In the IM/DD IFoF
cipher system, the optical power of subcarrier modulated
signals P(t) is expressed as:

N

P(O) = Py |1+ ) mea(®) cos@yt + o ()|, (1)

k=1
where Py and N are the average optical power and the number
of OFDM subcarriers, and tu, aw(t), ax, and @(t) are the
modulation index, normalized amplitude, angular frequency,
and phase of k-th subcarrier, respectively. When the modulation
index of each subcarrier is the same, the total modulation index
Hms 18 expressed as:

i N
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The photocurrent is obtained from the optical power as:

1+ Z Up 4 (t) cos(wkt + (pk(t)) . 3
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S is the responsivity of a photodetector and expressed as:
Ure
=1, 4

where h, w, 7, and e are Planck constant, optical carrier
frequency, quantum efficiency of a photodetector, and electric
charge, respectively. From the photocurrent i(t), the signal
current of k-th subcarrier isig_ and bias current ipias are expressed
as follows:

lsig k(£) = SPopyay (t) cos(wyt + @ (t)), (5)

Ibias = SPo. (6)
From the signal current, the complex amplitude of k-th
subcarrier Iy at ax is obtained as follows:

I = SPypear (t) expljgy (0] (7
The variance of quantum noise cwnoi? is calculated from the bias
current as:

Thor = 2€iiasB, (8)
where B is the receiver bandwidth.

A. PSK-based Encryption

Fig. 3 shows the constellation diagram of PSK-based
quantum-noise randomized cipher. The gray circle in the
magnified image shows a variance of quantum noise. Five
adjacent signals are masked by quantum noise, which indicates
that these five signals can never be discriminated without errors.
A quantum-noise masking number for the OFDM PSK-based
cipher I'q psk is defined as the ratio of the phase uncertainty
caused by quantum noise Agsno to the angle between adjacent
signals A Gpasis.
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Fig. 3. Constellation diagram of PSK-based quantum-noise
randomized cipher.
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The angle ABy.sis is calculated as:
21
ABpasis = M- om’ (10)

where the order of data modulation and the bit resolution of
phase randomization are M and m, respectively.

The angle uncertainty imposed by quantum noise Ao, as
shown in the magnified image of Fig. 3, is calculated from Egs.
(6)-(8) as follows:

A A o,
tan ( ¢shot> - ¢shot — Et ) (11)
2 2 | I
A _ 8eB; 12
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Here we substitute B¢/N for B in Eq (8) where Bs is the total
signal bandwidth. As the amplitude of PSK signal is
constant, |a; (t)| = 1. Then, using Egs (2), (4), (9), (10), and
(12), the quantum-noise masking number I'q psk is obtained as:

M-2™ | hv,B,

anO.uIZ'ms '

It is noteworthy that the frequency of 1y is an optical frequency,
not a microwave frequency, which makes the masking number
sufficiently high for secrecy. This equation indicates that the
masking number is proportional to 2™ and inversely
proportional to the square root of the received optical power.

B. QAM-based Encryption

Fig. 4 shows the constellation diagram of QAM-based
quantum-noise randomized cipher. The number of signals
inside the gray circle which indicates a variance of quantum
noise is the masking number for QAM-based cipher I'q gam.
Provided that the distance between adjacent signals is d in the

QAM constellation, the masking number is calculated as:

2
Oshot

FQ_qam =TT dz .

(13)

Tq psk =

(14)

The distance d and average energy per signal of QAM has the
following relation [13]:

M - 22™ — 1)d?
2 = S2Pgui =%- 15)
where aZ(t) = 1 is used. Here, the order of QAM after the
encryption is M- 22", where M and m are the order of data
modulation and the bit number of amplitude randomization of

in-phase/quadrature component, respectively. The QAM
constellation is assumed to be a square shape. Using Egs. (2),
(4), (14), and (15), the making number of QAM-based cipher is
obtained as:

(M - 22™ — 1)hv, B,

¥ = . 16
Qaam 6an0”12ms ( )

Here we substitute By/N for B in Eq (8). The masking number is
approximately proportional to 22" for a large m and inversely
proportional to the received optical power.
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Fig. 4. Constellation diagram of QAM-based quantum-noise
randomized cipher.

IV. NUMERICAL ANALYSIS

We numerically analyze the quantum-noise masking number
of PSK and QAM-based cipher at an IF. The important design
parameters of the cipher system are the bit resolution of
randomization m, optical average received power Py, and total
modulation index tms. A typical non-cipher IFoF system
employs tims = 0.3 to balance linearity of modulation and
signal-to-noise ratio. Meanwhile, the modulation index is
related not only to the signal quality but also to the masking
number or security in the cipher system.

The masking numbers of PSK-based quantum-noise
randomized cipher I'q s for various total modulation indexes
were calculated using Eq. (13). The received optical power Po
was set to 0 dBm. The other detailed parameters of the cipher
for a bit rate of 5 Gbit/s are shown in Table I. Fig. 5 shows the
results. The masking number reaches a few tens or higher for a
bit resolution of phase randomization m of 14 or more.
Although a higher m achieves a higher masking number or
security without sacrificing signal quality, the number is limited
by the bit resolution of a digital-to-analog converter in practice.
To reduce the modulation index z4ms is effective to increase the
masking number. As a low z4ms induces the reduction of signal-
to-noise ratio, the value should be carefully determined to
balance the signal quality and security of the system.

TABLEI
SIMULATION PARAMETERS IN PSK-BASED CIPHER
Ttem Value

Order of data modulation: M 4

Bit number of the resolution of 12,14, 16
phase randomization: m

Bandwidth of cipher: By 2.5 GHz
Optical frequency of cipher: vy 193 THz

Quantum efficiency of 1
photodetector: 77,
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Fig. 5. Quantum-noise masking number of PSK-based cipher
with QPSK data modulation.

Next, the masking numbers of QAM-based quantum-noise
randomized cipher I'q qam for various total modulation indexes
were calculated using Eq. (16). The received optical power Py
was set to 0 dBm. The other detailed parameters of the cipher
are shown in Table II. We calculated two cases for the same bit
rate of 5 Gbit/s: QPSK data modulation (M = 4) with a signal
bandwidth Bs of 2.5 GHz and 16QAM data modulation (M =
16) with B of 1.25 GHz. The bit resolution of amplitude
randomization m is defined for in-phase/quadrature component
here, and the QAM order after the encryption is M-22™, Figs.
6(a) and (b) shows the results of QPSK data modulation with Bs
= 2.5 GHz and 16QAM data modulation with Bs = 1.25 GHz,
respectively. When the results are compared for the same
number of bit resolution m, the system with 16-QAM data
modulation achieves higher masking numbers because the
product of the order of data modulation M and bandwidth B
increases twofold of the system with QPSK data modulation.
However, one cannot simply claim that the system with
16QAM data modulation is better, because the QAM orders
after the encryption M- 22, which are practically limited by the
bit resolution of a digital-to-analog converter, are different
between them. When the systems are compared for the same
QAM order after the encryption M- 22" e.g. m= 11 for M = 4
vs. m =10 for M = 16, the system with QPSK data modulation
achieves a twofold greater masking number. However, the
system with QPSK data modulation needs twofold bandwidth.
Thus, the system should be designed considering the practical
limitations, such as the bit resolution of a digital-to-analog

converter and available signal bandwidth.
TABLE II
SIMULATION PARAMETERS IN QAM-BASED CIPHER

Item Value
Order of data modulation: M 4,16
Bit number of the resolution of 9,10, 11

amplitude randomization for each
quadrature: m

Bandwidth of cipher: B 2.5 GHz forM =4
1.25 GHz for M = 16
Optical frequency of cipher: vy 193 THz

Quantum efficiency of PD: 74 1
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Fig. 6. Quantum-noise masking number of QAM-based
cipher with (a)QPSK and (b)16QAM data modulations.

III. CONCLUSION

We derived the formula for calculating quantum-noise signal
masking number of microwave OFDM PSK/QAM quantum-
noise randomized ciphers in the IM/DD IFoF cipher system.
The formula indicates that higher masking numbers, which are
preferred for high security, are realized provided that the bit
resolution of signal randomization is high and that the
modulation index is low. To increase the bit resolution is
achievable without negative impacts on the signal quality.
However, the resolution is practically limited by a digital-to-
analog converter. To reduce the modulation index induces the
degradation of signal quality. Thus, it is important to determine
these parameters appropriately, taking into account the
communication system requirements and implementations.
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