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Abstract—The Y-00 quantum stream cipher (Y-00 cipher) is a 
direct data encryption system in which randomization techniques, 
such as overlap selection keying, random basis selection, and 
irregular mapping, are introduced for strong security. Deliberate 
signal randomization (DSR) is a keyless randomization method 
for achieving a secure Y-00 cipher system. In this study, a 
closed-form expression of the bit error ratio (BER) of a legitimate 
receiver for binary phase-shift keying (BPSK) Y-00 cipher signals 
with DSR was derived assuming that DSR adds a uniform 
distribution of phase values to the BPSK signals. Using the 
derived expression, the BERs of the Y-00 cipher measured with 
homodyne detection were numerically calculated. The BER was 
approximately two orders of magnitude lower than 0.5, when the 
DSR index was 100%, the number of bases was 211, and the 
number of photons was 10,000, showing that full DSR is possible. 

Index Terms—Y-00 quantum stream cipher, deliberate signal 
randomization, physical cipher, secure optical communication. 
 

I. INTRODUCTION 
The Y-00 quantum stream cipher achieves security by 

masking the cipher signal with quantum noise [1-4]. Various 
randomization techniques have been used to enhance security 
[5]. Randomization techniques, such as overlap selection 
keying (OSK), random basis selection, and irregular mapping 
(IM), have been implemented in our Y-00 quantum stream 
cipher transceiver, and both strong security and high 
communication performance have been achieved. Deliberate 
signal randomization (DSR) is a type of keyless randomization 
technique that can provide strong security against attacks on 
data or keys in direct encryption using known text attacks [6-9]. 
Its implementation is easy owing to the keyless randomization. 
However, it has a disadvantage in that it increases bit errors 
even for a legitimate receiver because noise from DSR remains. 
To date, no closed-form expression of bit error ratio (BER) with 
DSR has been reported, although a numerical analysis result of 
such errors measured with heterodyne detection has been 
reported [6].  

In this study, we derive a close-form expression to show the 
BER of legitimate receivers for Y-00 cipher signals composed 
of binary phase-shift keying (BPSK) signals with DSR in the 
case of a ciphertext-only attack under the assumption that DSR 
adds a uniform distribution of phase values to the BPSK signals. 
Subsequently, we use the derived expression to evaluate the 

BER characteristics of the legitimate receiver measured with 
homodyne detection. 

II. DELIBERATE SIGNAL RANDOMIZATION 
Figure 1 briefly illustrates the operating principle of the Y-00 

cipher. For details, please refer to the references [1,2]. The 
transmitter and intended receiver share the common key, 
pseudo-random number generator (PRNG), and 
randomizations of OSK and IM before their cipher 
communication starts. A block of pseudo-random numbers 
extended by using the PRNG with the common key is used to 
select a basis for scrambling the data after OSK, and the data 
are mapped through the basis and IM. In this process, a BPSK 
signal carrying the data is converted into a cipher signal 
composed of a multilevel phase modulation signal with the 
phase values of 2M, where M is the number of bases. As the 
number of bases increases, the cipher signal is masked by 
quantum (shot) noise, which is inevitable at detection. Such 
masking disables the eavesdropper’s correct discrimination of 
the cipher signals, thus achieving security. The intended 
receiver can subtract out the randomizations added to the signal 
at the transmitter, leaving a simple binary decision on the data 
bit to recover the original data.  

 
Fig. 1. Schematic of a cipher communication system where 

DSR driven by random numbers is added in the 
transmitter 

In addition to these randomizations of OSK, random basis 
selection, and IM, DSR further randomizes the signal using a 
random number, as shown in Fig. 1, and adds another 
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complexity to enhance the security of the Y-00 cipher system. 
DSR can be added to a signal either digitally using a fast 
random-number generator or analogously using a noise-based 
random number. 

Figures 2(a) and 2(b) show the constellations of a BPSK 
signal without and with DSR, respectively, to illustrate the 
principle of DSR. The phase of the BPSK signal is rotated by 
the amount of DSR, , determined by a random number. The 
legitimate receiver does not share the DSR with the transmitter. 
Therefore, unlike in the previous randomizations of OSK, 
random basis selection, and IM, the intended receiver cannot 
subtract out the randomization of DSR. The receiver sets the 
threshold to the y-axis and then makes a binary decision. As 
DSR is a keyless randomization, where no key is required for 
the binary decision in the receiver, the receiver’s digital signal 
processing is apparently simplified. A drawback is that residual 
noise from DSR remains, and the detection error caused by the 
noise degrades the BER of the legitimate receiver. 

 
Fig. 2. Constellation of a BPSK signal (a) with no DSR and 

(b) with DSR 

Figure 3 shows an example of digital DSR, showing a 
constellation of BPSK signals overlaid with various amounts of 
DSR. A BPSK signal is mapped onto the Y-00 cipher. The 
phase of the BPSK signal with DSR ranges from – N/2 to + N/2, 
where N = /M and N is an integer (0  N  M/2-1). The 
DSR index was defined as mDSR = 2N/(M-2). For instance, N = 
M/2 − 1 achieves full DSR with mDSR = 1.  

 
Fig. 3. Schematic of a constellation of BPSK signals to which 

various amounts of DSR are added 

III. BER OF LEGITIMATE RECEIVER FOR BPSK Y-00 CIPHER 
The BER of the Y-00 cipher signals with DSR for a 

legitimate receiver was analyzed. We assumed that the basis is 
composed of BPSK signals, and the signals are measured with 

homodyne or heterodyne detection. We also assumed a uniform 
probability distribution of phase values with the addition of 
DSR. 

 
Fig. 4. Model showing the measurement result of a BPSK 

signal after DSR at the legitimate receiver 

Figure 4 shows a BPSK signal with DSR and the probability 
distributions of data “0” and “1.” In the analysis, we observed 
the projection of the probability distribution onto the x-axis. 
The x-axis corresponds to the basis before DSR is added. Let  
denote the measurement outcome of the legitimate receiver. 
When the i-th data of “0” with a phase value of  ( N  i  N) 
is sent from the transmitter, the probability density function of 
the measurement result  at the legitimate receiver is expressed 
as  

 

Here,  is expressed as , where  is the 
number of photons. The average error probability is expressed 
using Eq. (1) as  

 

Substituting Eq. (1) into Eq. (2) and rearranging it, we obtain 

 

where  is the complementary error function. The 
probability of error in observing data “1” as data “0” is 
expressed as follows: 

 

This leads to  

 

Assuming that the probabilities of data “1” and “0” are the same, 
the following closed-form expression of the BER of the 
legitimate receiver is obtained.  
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IV. NUMERICAL CALCULATION OF BER 
The BERs were calculated using the derived expression. A 

variance of σ = 1/2 for homodyne detection was employed. 
Figure 5 shows the BERs for the average numbers of photons 
when the DSR index is set to 90% (mDSR = 0.9) and M = 211. 
Although the DSR index was high, a BER of 10-5 was achieved 
for BPSK Y-00 signals with 100 photons per bit. Signals with 
300 or more photons per bit achieved BERs lower than 10-9.  

 

 
Fig. 5. BER of BPSK signals with DSR at the legitimate 

receiver for average photon numbers 

 
Fig. 6. BER of BPSK signals at the legitimate receiver versus 

the DSR index for photon numbers 

 
Fig. 7. BER of BPSK signals with full DSR at the legitimate 

receiver versus the number of bases for photon numbers 

Subsequently, the BERs of photons per bit of 100, 1,000, 
10,000, and 100,000 are plotted in Fig. 6 when the DSR index is 
changed from 85% to 100%. The photon numbers correspond 
to the optical powers of -47, -37, -27, and -17 dBm, respectively, 
for a symbol rate of 10 Gbaud. The BER increased as the DSR 
index increased. BERs with a DSR index of 100% for all 
photon numbers were much lower than 0.5, indicating that full 
DSR is possible. Finally, the BERs are plotted as a function of 
the number of bases for various photon numbers. As the 
number of bases increased, the BER converged to a constant 
value. The value decreased as the number of photons increased. 
For a photon number of 10,000, the BER was 1.3 10-3. As the 
number of bases decreased, the BER tended to be smaller. This 
is because the shot noise was relatively lower than the distance 
between adjacent signals when the number of bases decreased. 

V. SUMMARY 
We derived a closed-form expression for the BER of 

legitimate receivers for BPSK Y-00 cipher signals with DSR, 
assuming that DSR adds a uniform distribution of phase values 
to the BPSK signals. Subsequently, the BERs of the Y-00 
cipher measured with homodyne detection were numerically 
calculated using the derived expression. The BER was 
approximately two orders of magnitude lower than 0.5, when 
the DSR index was 100%, the number of bases was 211, and the 
number of photons was 10,000, showing that full DSR is 
possible. In the future, the BER for an eavesdropper will be 
analyzed using heterodyne detection.  
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