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Abstract—

We report digital feedforward carrier phase estimation (CPE)
for coherent detection of phase-shift keying Y-00 quantum-noise
randomized stream cipher signal. The feedforward CPE is
equipped with Y-00 decryption process in a digital domain.
Numerical simulations show that the feedforward CPE with
decryption process tracks phase noise of a laser and achieves
penalty-less coherent detection.

Index Terms— Y-00 quantum stream cipher, digital-coherent
transmission, secure fiber-optic communication system.

I. INTRODUCTION

Fiber-optic transmission faces a potential threat of
eavesdropping, and its security is increasingly important
recently. An approach to protect fiber-optic transmission from
such a threat is to use a symmetric-key direct data encryption in
a physical layer. Particularly, Y-00 quantum-noise randomized
stream cipher technology [1] is promising since it provides not
only provable security against various attacks [2] but also high
compatibility with modern fiber-optic networks where data rate
per channel is over Gbit/s [3],[4]. In Y-00 signal transmission,
legitimate users who share keys exchange ciphertext masked by
quantum noise. Masking of the data, or Y-00 encryption, is
implemented with multi-level modulation of phase [5],[6],
intensity [7],[8], or quadrature amplitudes [9],[10].

Recently, unified analysis of these modulation formats for
Y-00 encryption was reported [11]. The encryption based on
phase modulation requires higher modulation multiplicity than
the one in the intensity modulation for the same level of
security. On the other hand, in terms of transmission
performances such as receiver sensitivity and spectral
efficiency, phase-shift keying (PSK) Y-00 signal has
advantages since coherent detection is employed. We focus on
PSK Y-00 signal in this paper. PSK Y-00 signal transmission
was studied in the early stage of researches on Y-00 quantum
stream cipher technology [5],[6]. Transmission experiments at
an OC-12 data rate were demonstrated [6]. In the setup, Y-00
decryption was achieved in an optical domain with a phase
modulator, and analog (differential) coherent detection using a
1-bit delay interferometer was employed.

In the past decade, for conventional non-cipher PSK signals,
digital-coherent detection becomes widely used. Carrier phase
estimation (CPE) which tracks phase noise of received signal
[12] and compensation of linear distortion caused by
transmission over optical fibers [13] are achieved stably in a
digital domain, which contributes to high data-rate and long

reach transmission. Targeting digital-coherent detection of
PSK Y-00 signal, we propose a digital feedforward CPE that
incorporates decryption process in a digital domain [14]. To
extract phase noise, data modulation is canceled by calculating
an Mth power of a complex amplitude of decrypted signal. This
paper details digital-coherent detection using the feedforward
CPE with decryption process. Numerical simulations show that
10-Gbaud PSK Y-00 signal is successfully demodulated with
the feedforward CPE. A possible digital-coherent detection
scheme using a feedforward CPE without decryption process is
also discussed.

II. DIGITAL COHERENT DETECTION OF PSK Y-00 SIGNAL

Multi-level phase modulation is employed for the generation
of PSK Y-00 signal. Fig. 1 shows the mapping of Y-00 signal in
an I-Q plane, when the data modulation is binary PSK. The
phase of the signal is modulated to 0 or by binary data. At the
same time, the basis of the phase modulation is selected
between 0 to m in a symbol-by-symbol manner for the
encryption. The total phase of the Y-00 signal is expressed as

0,0, =0, +06,,1)+0,(1) (D
where Guan(t) and Ghsis(t) are the phases of the data and basis
modulations, respectively, and @x(t) is the phase noise of the
signal. A mathematical encryption box generates the random
basis using keys shared between legitimate users. The number
of bases Nyasis should be large, which makes the distance
between adjacent bases very short. Provided that the distance is
less than the standard deviation of shot noise, strong data
masking, assisted by the quantum nature, is achieved. The
electrical field of the PSK Y-00 signal Eyo(t) is written as

Evo () =A(1) exp{j(avou O+ wst)} 2
where Ay(t) is the amplitude, and @ is the angular frequency of
the signal.

Basis(X+1)
Basis(X)

TS
g
)

Basis(Npasis-1 i .

Fig. 1. Mapping of PSK Y-00 signal.
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Fig. 2. Configuration of a digital-coherent receiver.
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Fig. 3. Block diagram of the digital signal processing for
CPE with Y-00 decryption process.
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Coherent detection of PSK Y-00 signal is achieved with a
phase-diversity homodyne coherent receiver [15]. Fig. 2 shows
the configuration. It consists of a local laser, a 90-degree
optical hybrid circuit and two balance photo detectors. The
electrical fields of the Y-00 signal and continuous-wave local
oscillator, Eyoo(t) and Ero, are mixed at the 90-degree optical
hybrid circuit. Then, mixed electrical fields, Ei, E», Es, and Ey,
are launched into the balance photo detectors. Two output
photocurrents from the detectors are given as

1,(t) = RyP.(DP,, cos(6y,, (1) =6, (1)) 3)
1,(t) = RyP.(DP,, sin(6,,,(t) — 6, (1)) 4)

where R is the responsivity of the photodiode, Ps(t) and Po are
the powers of the signal and local oscillator, respectively, and
G o(t) are the phase of local oscillator. These photo currents
Ii(t) and lg (t) correspond to the I and Q components of the
Y-00 signal, respectively. The complex amplitude of the
received signal I(t) is reconstructed from the eq. (3) and (4) as
L) =RYP.OP,, expli(0.. 0 +6,, 0+, 1)) )
0,00 () =0, (1) =0, (D) (6)
where Oise(t) is the total phase noise. For stable coherent
detection, the phase noise Ghoise(t), which varies in time, should
always be zero. In the following of this section, we focus on
symbol-by-symbol estimation of the phase noise Ghoise(t) in a
digital domain. By substituting the estimated phase noise from
the reconstructed complex amplitude I,(t), phase of the data is
demodulated.

In the CPE process, a legitimate receiver has pre-shared keys,
and the basis selection of each symbol is known, while an
eavesdropper cannot use the information. We propose a
feedforward CPE that incorporates decryption of Y-00 signal.
Fig. 3 shows the block diagram. First, for the decryption, the
complex amplitude of signal is multiplied by the exponential
function of the opposite phase of the basis.
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Fig. 4. Phase wrapping in feedforward CPE.

Here the time t is replaced with the identification number of
symbol i. The replacement is achieved by retiming the received
signal. Then, the phase noise of the decrypted signal laeery(i) is
estimated. An Mth power of the signal complex amplitude is
calculated for M-array PSK data modulation, resulting in the
cancel of the data modulation (M saw(i) = 27tm). We figure out
a sum of them over 2n+1 symbols around a symbol to be
estimated. This summation process acts as averaging and
improves the signal-to-noise ratio (SNR). Then, argument of
the summed complex amplitude is divided by M, and the phase
noise Ghoise(i) is estimated as follows.

n
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We subtract the estimated phase noise from the argument of
the signal complex amplitude after the decryption, and obtain a
decoded phase of a symbol. This procedure is repeated for
every symbols. As shown in Fig. 4, the estimated phase noise is
wrapped between —1/M to /M in the CPE. When the absolute
value of the estimated phase noise exceeds /M, phase jump
occurs. To avoid the phase jump, phase unwrapping process is
implemented. We calculate the difference of the estimated
phases between the symbols of i and i-1 as f (i) = Gus(i) — Gesi(
— 1). According to the result, the estimated phase is corrected
as follows.
0. .)+2zx/M  (f@i))<—z/M)

0..() (f)|<z/M) )
0.(1)-2z/M (f@i)>z/M)
This correction is based on an assumption that change of the
phase noise is contiguous. The amount of the phase change
between the adjacent symbols must be less than /M. For small
M, e.g. M =2, 4, 8, this assumption is valid by a wide margin.
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III. NUMERICAL SIMULATIONS

We demonstrated digital-coherent detection using the
feedforward CPE with Y-00 decryption process in numerical
simulations. 10-Gbaud Y-00 signal based on binary PSK was
prepared under the condition summarized in Table 1. Phase
noises of the signal and local oscillator are mainly caused in a
laser. The noise of the laser accumulated during the symbol
interval T = 1 / (baud rate) is assumed to follow Gaussian
distribution. The variance is 6% = 2n8f 7'[16], where 5f indicates
3-dB linewidth of the laser. Assuming multi-span transmission
with optical amplifiers, white Gaussian noise is added to Y-00
signal.



TABLEI
DETAIL OF PSK Y-00 SIGNAL FOR NUMERICAL SIMULATIONS

Ttem Value
Baud rate 10 Gbaud
Data pattern PRBS 2'>-1
Wavelength 1550 nm
Laser linewidth 100 kHz
Number of Y-00 bases 2'2= 4096

Digital-coherent detection of the signal is realized with the
procedure detailed in Sec. II. Since the data modulation is
binary PSK, M is set at 2. We check performances of the
feedforward CPE with decryption process. Bit error ratio
(BER) of Y-00 signal is evaluated for various SNRs. Fig. 5
shows the results when we turn the summation process for
averaging off (n = 0) or on (n = 20). As a reference, BER of
binary PSK signal demodulated with a conventional
feedforward CPE without the decryption process is plotted. The
summation process is effective, resulting in the successful
phase tracking. The BER characteristics are comparable
between the Y-00 and binary PSK signals. The feedforward

CPE with decryption process achieves penalty-less
performances.
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Fig. 5. BER characteristics of PSK Y-00 and binary
PSK signals at 10 Gbaud.

IV. DISCUSSION

We discuss digital-coherent detection of Y-00 signal using a
conventional feedforward CPE without decryption process.
When the decryption process is not implemented, an
eavesdropper who has no shared keys can try to use the
detection. There are two approaches: one is to use the
conventional feedforward CPE (M = 2) for estimating sum of
the phases of basis modulation and noise. The other is to use the
feedforward CPE at a unique setting of very large M for directly
obtaining phase noise by canceling both data and basis
modulations. The former approach fails, as discussed in [13],
Here, we discuss the latter one.

PSK Y-00 signal is considered to be 2Npqsis-array PSK signal
when the data modulation is binary. Hence, when M is set at
2Npasis in the feedforward CPE, both data and basis modulations
are canceled according to the relation of M(Giata(i)+ Ghasis(i)) =
2nm. For instance, M = 8192 for Npasis = 4096 in the numerical
simulations. However, this CPE does not work properly. The

failure is caused by the process of phase unwrapping. As
mentioned in Sec. I, the phase unwrapping is based on the
assumption that the amount of the phase change between the
adjacent symbols is below /M. This condition becomes tight
for large M: if phase noise of a laser exceeds n/M, the phase
unwrapping process does not work. We estimate the relation
between the phase noise of a laser and ©n/M. Fig. 6 shows the
comparison for various laser linewidths from 1 to 1000 kHz.
Three standard deviation of the laser phase noise 3G is
calculated. For the comparison, /M is shown for Npasis = 128
and 512. Even if the laser linewidth is 1 kHz, 3¢ of the laser
phase noise is larger than /M at Nyasis = 512. This estimation
indicates that the feedforward CPE without decryption process
(M = 2Npasis) is not effective in practice when the number of
bases Npasis is larger than 512. This discussion along with our
previous one [14] shows that coherent homodyne detection of
Y-00 signal, which is often on the premises of discussion about
security, cannot be achieved in practice by an eavesdropper
who wuses the conventional feedforward CPE without
decryption process. Note here that a legitimate receiver who
has shared keys does not suffer this issue since M can be set at
the number of data modulation multiplicity, e.g. 2 for binary
PSK, after the digital decryption process.
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Fig. 6. Comparison between the laser phase noise and /M.

V. CONCLUSION

We demonstrated digital-coherent detection employing a
feedforward CPE with Y-00 decryption process in numerical
simulations. In order to estimate phase noise of a laser, an Mth
power of complex amplitude was calculated symbol-by-symbol
after Y-00 decryption in digital domain. Successful phase
tracking of 10-Gbaud PSK Y-00 signal was demonstrated. We
also showed that Y-00 signal generated with a large number of
bases could not be demodulated with a conventional
feedforward CPE without the decryption process.
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