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Abstract—This paper reports theoretical analysis of tradeoffs
between the amount of masking by quantum noise and the
maximum fiber transmission distance in phase-shift keying (PSK)
Y-00 quantum stream cipher. We derive an analytical formula
that shows the tradeoffs when a fiber link configuration is given.
The tradeoffs are independent of a baud rate of PSK Y-00 cipher.
We show numerical simulations using the formula in two
scenarios of ultra-long-haul (< 12,000 km) and long-haul (< 3,000
km) transmission systems.

Index Terms— Y-00 quantum stream cipher, digital-coherent
transmission, secure fiber-optic communication system.

1. INTRODUCTION

To support various IoT applications, security of
communication systems is increasingly important recently.
Fiber-optic transmission which composes the physical layer of
the system faces a potential threat of eavesdropping such as
tapping. A promising countermeasure is to use a symmetric-key
direct data encryption utilizing physical properties. A Y-00
quantum stream cipher that utilizes signal masking by quantum
or shot noise inevitable at optical detection [1] is particularly
prospective since the security is promised by the inevitable
effects of the shot noise. Y-00 cipher is achievable at a high
data rate of over 10 Gbit/s and is compatible with
wavelength-division-multiplexing  systems [2]-[4]. The
quantum noise masking, or Y-00 encryption, is implemented by
high-order modulation of phase [5], [6], intensity [7], [8], or
quadrature amplitudes [9], [10].

Among the three modulation formats, phase-based or
phase-shift keying (PSK) Y-00 cipher is promising for
long-reach transmission since the tolerance of optical
signal-to-noise ratio (OSNR) is the highest. Recently, we have
demonstrated introduction of digital-coherent technology to
PSK Y-00 cipher for stable coherent detection with decryption
[11], [12]. The experimental results indicate that transmission
performances of PSK Y-00 cipher could be comparable with
those of conventional binary PSK signals. A challenge of PSK
Y-00 cipher was to achieve an extremely high modulation order
to realize security promised by the effects of the shot noise. A
resolution of a digital-to-analog converter (DAC) practically
limits the order of the phase modulation at a high baud rate. We
have proposed coarse-to-fine phase modulation that
multiplexes two DAC outputs in an optical domain using two
cascaded phase modulators [13]. A record 2!7 phase-level

10-Gbuad Y-00 cipher was achieved, and the security was
guaranteed by the effect of the shot noise at a practical optical
power for fiber-optic transmission.

One of security measures in Y-00 cipher is a quantum-noise
masking number that indicates the number of signal levels
masked by the shot noise. The masking number is inversely
proportional to the square root of optical power in PSK Y-00
cipher. Hence, higher masking number is achieved at lower
optical power. On the other hand, in order to keep high
signal-to-noise ratio (SNR), higher optical power is desirable in
fiber-optic transmission. The tradeoffs are analytically
discussed in this paper. First, quantum-noise masking number
in PSK Y-00 cipher is derived as a function of average optical
power. Then, the relation between transmission reach and
average optical power launched into a fiber span is obtained
assuming an ideal fiber link which consists of regularly
repeated loss and gain. Using the two relations, we derive a
formula of theoretical tradeoffs between the quantum-noise
masking number and transmission reach. We confirm that the
formula is independent of a baud rate of PSK Y-00 cipher.
Numerical simulations using the formula in two different
scenarios of ultra-long-haul (< 12,000 km) and long-haul (<
3,000 km) transmission systems are shown.

II. THEORETICAL ANALYSIS

High-order phase modulation is employed for the generation
of PSK Y-00 cipher. Fig. 1 shows the mapping of bases in PSK
Y-00 cipher based on binary data modulation. Total 2™ bases
are prepared, and one of them is selected randomly for one-bit
modulation: the phase of coherent light is modulated to 0 or
on a bit-by-bit basis phase between 0 and nt. First, we discuss
signal masking by the shot noise in the PSK Y-00 cipher. Fig. 2
shows the magnified image of signals. The phase uncertainty
caused by the shot noise A@snot is expressed as

Ay = 1/_2 (1
Jn
where n is the average number of photons of a symbol. When
the data is modulated by M-ary PSK, n is obtained as
P

n=—->2 2
R-hv, @)

where Py, R, h, and v are the signal average power, baud rate,
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Fig. 1. Signal mapping of PSK Y-00 cipher in an IQ plane.
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Fig. 2. Magnified image of the signals in PSK Y-00 cipher.

L km L km L km
5 (O, (D, -+ (D
\ ; )

N spans

Signal power
Po 14~

Fig. 3. Fiber link configuration and power diagram.

Planck constant, and signal frequency, respectively. When the
PSK Y-00 cipher is based on binary data modulation (M=2),
quantum-noise masking number I', which is a security measure
of PSK Y-00 cipher, is defined as
oA 270 Ry, (3)
AG

basis T P0

where A@y,sis = 7/2™ is the angle between adjacent bases shown
in Fig. 2. The masking number I indicates the number of signal

phase levels covered by the standard deviation of the shot noise.

A higher number is better for the security. The masking number
is inversely proportional to the square root of the signal average
power Py. While higher signal power is better for transmission
performance, it is not good for the security in PSK Y-00 cipher.

Next, we investigate the tradeoffs between the masking
number and transmission reach of PSK Y-00 cipher. Fig. 3
shows the transmission fiber link and power diagram we
assume in this analysis. The link consists of L km fiber spans
and EDFAs, and loss and gain are regularly repeated. The
number of spans is N, and the span loss is equal to the gain of
the amplifier G. When the signal input power is Py, OSNR of
the output signal for a single polarization OSNR.y is calculated
as

OSNR,, = i
N-2n_hv,Av, . (G-1)
(4)
~ P
N-2n,hv,Av, . G

where ng, is the spontaneous emission factor or population
inversion factor of an EDFA, and A vjise 1S the noise bandwidth
of the definition of OSNR [14]. Avjise is typically set at 12.5
GHz. Provided that a required OSNR at the output is OSNR g,
the achievable maximum number of spans Nma.x iS obtained
from the Eq. (4) as follows.

P0

N_. = 4)
™ {2nsph VoAV, .G -OSNR J
Since the number of span is an integer, floor function is used.
The maximum reach is obtained by multiplying Nmax by L.
PSK Y-00 cipher has a relation between the signal average
power and masking number shown in Eq. (3). Hence, tradeoffs
between the masking number and maximum number of spans is
obtained by substituting Eq. (3) into Eq. (5).

2*MIR 1
NYOOfmax = 2 2 _2 (6)
N7 AV, G-OSNR,, T

This equation indicates the tradeoffs as a function of the
number of bases M, provided that a signal baud rate and a target
OSNR are fixed. Since the target OSNR is practically
determined in experiments, Eq (6) is useful for designing a
secure fiber link using PSK Y-00 cipher.

Then, we discuss theoretical limit of the tradeoffs between the
masking number and reach when a target BER Py and a number
of bases m are given. BER of binary signal Py, is expressed as

1 E
P, =—erfc| | —> 7
b= [ N j (7

0

noise

noise

where Ep/Ny is a bit energy to noise power density ratio or SNR

per bit. Provided that signal-ASE beat noise is dominant, the

SNR per bit and OSNR have the following relation [14]:
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We substitute Eq. (8) into Eq. (6) and obtain the theoretical

limit of the tradeoffs as follows.
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Using Eq. (7) and Eq. (9), we can obtain the theoretical limit of
the tradeoffs when a target BER, a bit number of bases m, and a
link configuration are given. It is worth noting that the tradeoffs
are independent of a baud rate of PSK Y-00 cipher. We assume
here that the nonlinear effects of the fiber transmission are
negligible. Span-launch optical power increases as the baud
rate increases, and nonlinear effects must be taken into account
for a high baud rate in practice.
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We perform numerical simulations to show tradeoffs between
the masking number and reach in two specific scenarios. The
first scenario is ultra-long-haul transmission (< 12,000 km)
such as submarine cable systems. A fiber link consists of 60-km
span low-loss SMF with a fiber loss of 0.155 dB/km and
low-noise EDFAs with a noise figure of 5.0 dB. Table I
summarize the parameters for the simulation. The amplifier
gain G, which is the product of the span length and fiber loss, is
9.3 dB. We set a target BER at 3.8x10-3 which is a threshold of
hard-decision forward error correction (HD-FEC) with 7%
overhead.

Fig. 4 shows the tradeoffs between the quantum noise
masking number and reach in the ultra-long-haul transmission.
The bit number of bases m is set to 15, 16, and 17. Larger m
relaxes the tradeoffs. These curves are simple indicators to
design secure fiber links utilizing PSK Y-00 cipher. In this
scenario, a typical target of the reach is 10,000 km. Masking
numbers of 233 and 116 are achieved when m are 17 and 16,
respectively. From the masking number I', we can estimate a
probability that an eavesdropper successfully discriminates the
high-order signal via an ideal measurement limited only by the
shot noise. The probability is expressed as {erf(1/72/T")}" for
consecutive n bits in PSK-YO00 cipher. The masking numbers of
233 and 116 correspond to very low probabilities of 3.6x104
and 2.5%107 for consecutive 16 bits, respectively. The number
of consecutive bits required for eavesdropping is much higher
in practical cases, and the probability would be further reduced.

NUMERICAL SIMULATIONS

TABLEI
SIMULATION PARAMETERS IN ULTRA-LONG-HAUL TRANSMISSION

Item Value
Fiber span length: L 60 km
Fiber loss 0.155 dB
Amplifier gain: G 9.3dB
Noise figure of amplifier: 2ng, 5.0dB
Target BER (HD-FEC threshold) 3.8x1073
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Fig. 4. Tradeoffs between quantum noise masking number

and reach in ultra-long-haul transmission when m =
15,16, and 17.
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The second scenario is long-haul transmission (< 3,000 km)
such as terrestrial cable systems. A fiber link consists of
100-km span standard SMF with a fiber loss of 0.18 dB/km and
EDFAs with a noise figure of 5.5 dB. Table II summarize the
parameters for the simulation. The amplifier gain G is 18 dB.
The target BER is 3.8x107,

Fig. 5 shows the calculated tradeoffs in the long-haul
transmission when the number of bases m is set to 15, 16, and
17. Provided that a target reach is 1,500 km, masking numbers
of approximately 270 and 135 are achieved when m are 17 and
16, respectively. We can also estimate a case of metro-area
transmission whose reach is 500 km. Masking number reaches
more than 233 and 116 when m = 16 and 15, respectively. The
two case studies indicate that the design tradeoffs shown as Eq.
(9) should be considered carefully when PSK Y-00 cipher is
used for secure fiber-optic communication systems.

TABLEII
SIMULATION PARAMETERS IN LONG-HAUL TRANSMISSION

Item Value
Fiber span length: L 100 km
Fiber loss 0.18 dB
Amplifier gain: G 18.0 dB
Noise figure of amplifier: 2n, 5.5dB
Target BER (HD-FEC threshold) 3.8x1073
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Fig. 5. Tradeoffs between quantum noise masking number
and reach in long-haul transmission when m =15, 16,
and 17.

IV. CONCLUSION

We have reported theoretical analysis of the tradeoffs
between the quantum noise masking number and transmission
reach in PSK Y-00 cipher based on binary data modulation,
provided that a fiber link consists of regularly repeated loss and
gain. An analytic formula of the tradeoffs was derived. The
tradeoffs were independent of a baud rate of Y-00 cipher. Two
scenarios of ultra-long-haul (< 12,000 km) and long-haul (<
3,000 km) transmission systems were discussed using the
formula. In both scenarios, the number of bases required to
achieve the masking number of over 100 was 216
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